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Product overview
The HP Core Controller Base Chassis with
48x1000Base-T and 6x10GbE Ports enables 10
Gbps links to be protected by the industry-leading HP
TippingPoint Intrusion Prevention System (IPS). The
core controller solution enables up to 20 Gbps of
automated, in-line traffic inspection to protect network
devices, virtualization software, operating systems,
and enterprise and Web applications from attack. The
solution is extremely scalable and economical, and
delivers the same high availability, performance, low
latency, and security accuracy that are the hallmarks
of HP TippingPoint IPS solutions.

Key features
b Up to 20 Gbps IPS protection

b Carrier-class reliability and redundancy

b Scalable IPS capacity for bandwidth growth

b A single security management system

b Deploys in minutes; easy to manage
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Features and benefits

Technical features
• Protect network resources and critical

applications on 10 GbE network links: The
HP Core Controller enables automated, in-line traffic
inspection, up to 20 Gbps, to protect network
devices, virtualization software, operating systems,
and enterprise and Web applications from attack.

• Up to 20 Gbps IPS traffic inspection: The
core controller is deployed as a "bump-in-the wire"
network element for up to three 10-GbE network
links. Traffic entering the core controller is
intelligently flow-balanced to a bank of HP
TippingPoint IPS units for traffic inspection.
Malicious and unwanted traffic is blocked, and
clean traffic is returned to the core controller for
distribution to the appropriate 10 Gbps egress link,
allowing you to scale security up to 20 Gbps with a
single solution.

• Flow management across multiple IPS
units: The HP Core Controller balances traffic
inspection loads across multiple IPS units. In
addition, the core controller supports both IPv6 and
IPv4 traffic inspection and load balancing,
providing maximum flexibility for heterogeneous
networks. The unit guarantees flow affinity so that all
associated traffic goes through the same IPS
segment.

• Maintain network reliability for 10 GbE
network segments: All HP TippingPoint
appliances are purpose-built with the reliability to go
in-line within enterprise and service provider
networks. In addition, the HP Core Controller has
sophisticated high-availability features, including
redundant core controller configurability, built-in
zero power high availability (Smart ZPHA), IPS
heartbeat monitoring, link down synchronization,
and hardware watchdogs.

• Flexible core controller and IPS redundancy
configurations: The HP Core Controller solution
allows an unprecedented level of flexibility to
eliminate a single point of failure. Where 10 GbE
redundant paths are implemented, one core
controller can be deployed in each path, both of
which then share a common pool of IPS units. As a
result, an HP Core Controller or IPS can be removed
from service without impacting network availability,
performance, or security coverage.

• Hot-swappable XFPs and zero power high
availability (Smart ZPHA): Smart ZPHA is an
optional, modular component available for the core
controller’s 10 GbE segments, enabling optical
traffic bypass in the event of system power loss and
providing an additional level of network uptime
assurance. Smart ZPHA modules may be removed
from the core controller without impacting traffic on
the 10 GbE segment.

• Hot-swappable power supplies: The core
controller supports redundant, hot-swappable power
supplies, allowing modules to be replaced without
affecting system performance, network availability,
or security coverage. AC power is standard;
however, DC power modules are available as an
option.

• Hardware and IPS monitoring: The HP Core
Controller implements advanced monitoring to
ensure high availability in mission-critical
environments. The core controller periodically sends
heartbeat packets across IPS connections. These
heartbeat packets measure latency and availability
of the IPS. If the latency exceeds a user-specified
threshold, or if a user-specified number of heartbeat
packets are dropped, the core controller will remove
the IPS from the pool.

• Layer 2 fall-back mode: In the event one of the
monitoring mechanisms triggers a fault, the core
controller can go into Layer 2 fall-back (L2FB) mode.
If a single core controller is deployed
(non-redundant 10 GbE paths), traffic is managed
accordingly, up to and including simply passing
traffic through uninspected, if the policy is
configured to do so.

• Pay-as-you-grow IPS capacity: Start small
with IPS capacity and minimize the cost of entry for
10 GbE protection. Buy only the IPS units initially
required, and add more to the pool as traffic
inspection needs increase.

• Utilize existing HP TippingPoint IPS units:
With the core controller, customers gain the peace
of mind of continuing to use already proven IPS
technology. Further, units that have been purchased
for lower-speed network links can easily be
redeployed with the core controller for protecting 10
GbE segments.

• Single management system for IPS and
core controller: A single security management
system (SMS) can manage both HP TippingPoint IPS
units and core controllers, simplifying installation,
configuration, and ongoing monitoring and
maintenance by taking advantage of the SMS’s
familiar and easy-to-use management interface.
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• Multiple flow management algorithms
cater to a variety of traffic profiles: The
traffic mix on any given 10 GbE link can vary
significantly. Some links may have a greater mix of
large frames of file and video content, while others
may have a greater mix of smaller packets
associated with VoIP or other latency-sensitive
traffic. The core controller contains several flow
management algorithms to optimize the throughput
and inspection based on the nature of the actual
traffic traversing the link.

• Intelligent Learning Mode enables rapid
deployment: An Intelligent Learning Mode is
provided that analyzes network traffic on each 10
GbE segment and provides recommendations for the
optimal flow management algorithm, saving
valuable configuration time for network and security
engineers.

Warranty and support
• 1-year warranty: with advance replacement

and 30-calendar-day delivery (available in most
countries)

• Electronic and telephone support: limited
electronic and telephone support is available from
HP; refer to www.hp.com/networking/warranty for
details on the support provided and the period
during which support is available

• Software releases: refer to
www.hp.com/networking/warranty for details on
the software releases provided and the period
during which software releases are available for
your product(s)
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HP Core Controller Base Chassis with 48x1000Base-T and 6x10GbE Ports

Specifications

HP Core Controller Base Chassis with 48x1000Base-T and 6x10GbE Ports (JC182A)

Ports 48 RJ-45 auto-negotiating 10/100/1000 ports (IEEE 802.3 Type 10Base-T, IEEE 802.3u Type 100Base-TX, IEEE 802.3ab Type 1000Base-T)

6 XFP 10-GbE ports (IEEE 802.3ae Type 10Gbase-ER); Duplex: full only

Physical characteristics
Dimensions 19.75(d) x 16.88(w) x 3.42(h) in. (50.17 x 42.88 x 8.69 cm) (2U height)
Weight 32.01 lb. (14.52 kg)

Mounting 19 or 23 inch wide rack -- ears provided, optional rails

Performance
Latency < 35 µs
Network throughput Up to 20 Gbps

Environment
Operating temperature 32°F to 104°F (0°C to 40°C)
Operating relative humidity 5% to 95%, non-condensing
Non-operating/Storage temperature -4°F to 158°F (-20°C to 70°C)
Non-operating/Storage relative humidity 5% to 95%, non-condensing

Electrical characteristics
Voltage 100-240 VAC
DC Voltage -36 to -60 VDC
Current 8 / 5 A
Frequency 50 / 60 Hz

Safety UL 60950-1; EN 60825-1 Safety of Laser Products-Part 1; EN 60825-2 Safety of Laser Products-Part 2; IEC 60950-1; EN 60950-1; CSA 22.2 60950-1; ROHS
Compliance

Emissions FCC Class A; VCCI Class A; EN 55022 Class A; AS/NZS 3548 Class A; ICES-003 Class A

Immunity
ESD EN 61000-4-2
Radiated EN 61000-4-3
EFT/Burst EN 61000-4-4
Surge EN 61000-4-5
Conducted EN 61000-4-6
Voltage dips and interruptions EN 61000-4-11
Harmonics EN 61000-3-2
Flicker EN 61000-3-3

Management Security Management Server (SMS); command-line interface; HP TippingPoint Controller MIB

Services 3-year, 24x7 next-business-day hardware advance exchange, 24x7 SW phone support and SW updates (UX075E)

Refer to the HP website at www.hp.com/networking/services for details on the service-level descriptions and product numbers. For details about services and
response times in your area, please contact your local HP sales office.
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