Steps procedure for integrating RMX
solution into Lync environment
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Login on the RMX2000 :
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Go in the Management Network Properties
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Enter the following related information :

MCU Host Name : rmx2000s1 (enter here the hostname of the RMX)

DNS: Specify (enter here “Specify”)

Local Domain Name: polycomlive.com (enter here the domain name where Lync is hosted; for

example, if FQDN of Lync is lyncO1.domain.com, then enter “domain.com”)

Primary Server: 172.21.17.4 (enter here the IP address of the DNS server RMX)




After this reboot the RMX server:
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RMX 2000 %

vou must reset the MCU, Do you want to reset now?
(MNote: Reset may take several minutes.)




Then, login on the DNS server and Add the RMX FQDN in DNS pointing to the Signalling IP address
of the RMX.

In the example of the RMX shown previously, the Signalling IP address is: 172.21.17.32
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Once the DNS RMX Signalling IP record entry is added, run the nslookup command on the Lync server
to check that the RMX FQDN is resolved by the Lync server.

You can also check if you can ping the FQDN of the RMX from the DNS server and then from Lync
server as shown below.



Ping from DNS server:
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Then, login on the Lync server and run the following steps.

Set the Routing for the Polycom RMX System

1-

Use Lync Topology Builder to define your trusted application pool
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Enter for example the following trusted entry name:

rmx2kvideo.polycomlive.com

This entry will be used to call the RMX meeting rooms from Lync client.

For example, to call meeting room 1001 from Lync client, you will need to call the following
SIP URI from Lync client:

1001 @rmx2kvideo.polycomlive.com

In your case, you can enter:

rmx2kvideo.domain.com (in case your domain name is “domain.com”).

In this case, you will call 1001 meeting room from Lync client using the following SIP URI:
1001@rmx2kvideo.domain.com
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Then enter the FQDN of the RMX that you had defined in the DNS previously.

rmx2000s1.polycomlive.com (in this current example)
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Select the Lync pool as shown below:
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After this, you will see the new trusted entry as shown below:
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Then, right click on the new trusted entry and select “Topology”, then select “Publish”
action, as shown below:
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Select “Yes to All”
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Go in the “Lync Control Panel”, in “Topology” menu, in the “Status” section and verify that
the RMX FQDN entry “rmx2000s1.polycomlive.com” is there in the list, as shown below:
In this current example, the RMX FQDN entry “rmx2000s1.polycomlive.com”.
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2-

Use Lync Powershel to set the Polycom RMX system as a trusted host with a static route

PS C:\Users\administrator.POLYCOMLIVE>
Sroute=New-CsStaticRoute -TLSRoute -Destination "rmx2000s1.polycomlive.com" -port
5061 -matchuri "rmx2kvideo.polycomlive.com" -UseDefaultCertificate Strue

In this example "rmx2000s1.polycomlive.com" is the RMX FQDN and
"rmx2kvideo.polycomlive.com" is the trusted entry defined previously.
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After that, run the following command also to set the new route
PS C:\Users\administrator.POLYCOMLIVE>
Set-CsStaticRoutingConfiguration -ldentity global -Route @{Add=$route}
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Use Lync Powershell to create the trusted application

PS C:\Users\administrator.POLYCOMLIVE>
New-CsTrustedApplication -Applicationld rmx2kvideoProxy -TrustedApplicationPoolFqdn
rmx2kvideo.polycomlive.com -port 5061

In this current example, Applicationld is “rmx2kvideoProxy”.
In your example, you can enter exactly the same name. That will not have any negative
impact on your setup.

In this current example, TrustedApplicationPoolFgdn is “rmx2kvideo.polycomlive.com”.
In your example, you have to enter the trusted entry you had created previously. In fact, it
could be “rmx2kvideo.domain.com” if your domain name is “domain.com”.

% Administrator: Lync Server Management Shell | _ [0 x|

PS C:\UsersNadministrator.POLYCOMLIVE> New-CsTrustedfipplication —fApplicationld »
mx2kvideoProxy -TrustedfpplicationPoolFgdn »mx2kvideo.polycomlive.com —port 5661

WARNING: The following changes must he made in order for the operation to bhe
complete.
Enahle—-CsTopology must still bhe »un for all changes to take effect.

Identity : rmx2kvideo.polycomlive.com/urn:application:rmx2kvi
deoproxy

ComputerGruus : {rmx2008s1.polycomlive.com sip:rmx2B80s]1.polycomli
ve.com@polycomlive .com;gruu;opagque=sprur:rnx2kvideo
proxy:_PumFsROKUiNkJ_-UTrif QARA>

ServiceGruu : sip:rmx2kvideo.polycomlive.com@polycomlive .com;gru
usopague =srvr:rmnx2kvideoproxy:BKHUDa?KU1le41KUZnKPw
kQAA

Protocol : Mtls

Applicationld : urn:zapplication:prmx2kvideoproxy

TrustedApplicationPoolFgdn : rmx2kvideo.polycomlive.com

Port : 5661

LegacyApplicationName : prmx2kvideoproxy
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Use Lync Powershell to update the topology

PS C:\Users\administrator.POLYCOMLIVE> Enable-CsTopology

| {8 Administrator: Lync Server Management Shell Hi=]E3

Brs C:\Users\administrator.POLYCOMLIVE> New-CsTrustedfipplication —fApplicationld »
mx2kvideoProxy -TrustedApplicationPoolFgdn »mx2kvideo.polycomlive.com —-port 5061

HUARNING: The following changes must be made in order for the operation to be
complete.
HEnable—-CsTopology must still be run for all changes to take effect.

Identity : rmx2kvideo.polycomlive.coms/urn:application:rmx2kvi
deoproxy

ComputerGruus : {rmx20008s1.polycomlive.com sip:rmx28808s1.polycomli
ve.com@polycomlive .com;gruuiopagque =srvrirnx2kvideo
proxy: _PumFsROKUiNkJ_-UTr»ifQAR>

ServiceGruu : sip:rnx2kvideo.polycomlive.com@polycomlive.com;gru
ujopague=srurirmnx2kvideoproxy:BKHUDa?KU1e41KUZnKPw
kQAn

Protocol : Mtls

Applicationld : urn:application:prmnx2kvideoproxy

TrustedApplicationPoolFgdn : »mx2kvideo.polycomlive.com

Port = 5861

LegacyApplicationName : rmx2kvideoproxy

PS C:N\Userssadministrator.POLYCOMLIVE> Enabhle-CsTopology
PS C:\Userssadministrator.POLYCOMLIVE> _

Go in the “Lync Control Panel”, in “Topology” menu, in the “Trusted Application” section
and verify that the RMX Trusted entry “rmx2kvideo.polycomlive.com” is there in the list, as
shown below:

In this current example, the RMX Trusted entry is “rmx2kvideo.polycomlive.com”.
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Login the Lync server and create a new certificate for RMX using the 11S Manager from the lync
server, as shown below:
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Double click on the “Server Certificate”
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Right click in the blank area and select “Create Domain Certificates”
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Create a Security Certificate for the Polycom RMX System

In common name, enter the FQDN of the RMX server that had been entered as a DNS recond in
DNS server.
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Then export this new created certificate, as shown below:
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Enter the password for the pfx certificate, as shown below:
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Set the SIP server settings in the RMX and import the certificate to RMX

First copy the new created PFX certificate from Lync server to a PC where you will connect to RMX
and also create an empty text file called certPassword.txt in same folder where you had put the RMX
certificate and then put the password you had entered for the certificate during its creation in the
certPassword.txt file.

Then proceed with the following actions.

IP Nework Type: H323 & SIP

SIP Server: Microsoft

In SIP Servers put the information as mentioned below:

Server FQDN: lync01.polycomlive.com (you will need to put the FQDN of your lync server)

Server Domain Name: polycomlive.com (you will need to put the domain name of the where your
lync server is located)

Port: 5061

Same for Outbound proxy server



TP Network Service Properties

. Metworking

> IP Metwork Service Name: IIF' Mebwaork Service
» Routers
) IP Network Type: IH.323 & SIP vI
+, Conferencing
» Gatekeeper
SIP Server: ISpecif_l,J *I
% Ports
» QoS SIP Server Type:! IMicrnsoft vI
% SIPServers
» Security
3 SIP advanced
Refresh Registration every: IEEUD seconds
Transport Type:! TLS - Cre Certificate

Certificate Method: SR - send Certificate

SIP Servers:

Pararneter Primary Server |F'||tE:

Server IP aAddress or Name |ync0l.polycomlive.com

Server Domain Mame polycomlive.com

| €

oo e

< .

Quthound Proxy Servers:

Pararneter Primary Server

Server IP Address or Name  lync0l.polycomlive, com

Part 5061




Then upload the new created certificate as shown below by selecting the certificate Method as
PEM/PFX:

. Metworking

> IP Metwork Service Name: |

IF Metworle Type: H.323 & 5IF -

% Routers

». Conferencing

Gateleeper
SIP Server: Specify -
Paorts

>

>

3 QoS SIF Server Type: ticrozoft -
% SIP Servers

3 Security

>

SIP Adwanced

Refresh Reqgistration every: 3600 seconds
Transport Type: TLS -

Certificate Method: PEM/PFX =

SIP Servers:

Pararneter Primary Server |F'||tE:

Server IP Address or Mame |yncOl.polycomlive.com

Server Domain Name polycomlive.com

L
B Paeo b
< >

Quthound Proxy Servers:

Pararneter Primary Server

Server IP Address or Mame |ync0l.polycomlive.com

Part 5061




Then select both files the certificate file and the certPassword text file in same time by using the
CTRL key and the mouse by clicking each time in the first and then on the second file.

Open

Look ir: | = j =) =¥ B
= [ Ermxc1E
'..J [CSHDY SIP traces EdrmxiE
Recent LI HD-wireshark, Edrmxis
|=3log03 - First Yy Disconneckion issue after Second ¥v MP HDE call - 03 March  ErmxzC
?-[_: -2 Mabil rmeE
ICFmx1500 Ed i 20
Dezktop (CIRMY Lags pmE
. Iirmzxslough
j Eltest

IS visio 2007 Professional
E‘] ADMIMPAK-README. TET
- S certPassword. bxk
certRMX.pr
dmacertl.pfx
pnlycum.pr

£ |

kdy Documents

ky Cornputer

@

b
My Metwaork  File name: |"rm:-cEEIEIEIs1 certl. pls" certPazsword tat" ﬂ Open |

Flaces
Files of type: |Eertificate files: [*.pfa.” pem,” bat] ﬂ Cancel |
Install File =]
Iriztall File: 200021 cert. pfx.certPassword. bt

Proceed?

Then click on “Yes”.



. Metworking

¥ IP Metwork Service Mame: |

IP Network Type: H.323 & 5IP -

» Routers

. Conferencing

» Gatekeeper
SIP Server: Specify -
% Ports
» QoS SIP Server Type:! icrozoft -
» SIP Servers
% Security
» SIP advanced
Refresh Registration every: 3600 seconds
Transport Type: TLS -

Certificate Method: FEM/FFX

SIP Servers:

Pararneter Primary Server |.C\Ite*'_*

Server IP Address or Name  lync0l.polycomlive, com

Server Dormain Mame palycomlive.com

|

[ g, e

4 *

Cutbound Proxy Servers:

Parameter Primary Server

Server IP Address or Mame |yncOl.polycomlive.com

Port 5061

Then RMX will ask you that it will reboot. Select “Yes”.

RMX 2000 ]

\_‘-‘:) You must reset the MCU, Do you want to reset now?
(Mote: Reset may take several minutes.)




RMX 2000 ]|

! ; 4 Please wait for system reset.

After the RMX reboot, you should not have any TLS error in the alarm monitor, as shown below:

30 - Windows Inlernel Explorer DG
G';" | 48] 1722117 30/EMA LOfEMA b ol byl ] (oo ols
F‘h Edt  View Favorbes Took  Help
W & | gmoizaare Bi- B @ [rese v €3 ook -

POLYCOM | RMX 2000

@ oeon [ o had d B> we e = i
2 tiome [status [Rote [1e addres|li Address [tetwark [oialing birectiofaudio[video  [Encretio[Serviceame  [rec | fis
Disploy bome_[Status [1D [Stare Time] fnd - = |
e |
a3
]
=Y
Type *
k
< > 'g
= g=
& ek
Frequently Used £ ok
& connections [®]
£ vsees gl
e Ggnsling Monkor (F=)
EF) Hawchuen Monieor =)
i Mesting finoms (e
G Reeserestions |§ "
— | |g e
L’.‘hF‘lm | rime |CatngoryLevel  [codn | Pracess Name] Dnseription |
A UE 6 lundi 30 mai 2011 16:39:1% Genersl Major i Resource i resources
;‘: 0 burvdi 30 mar 2011 16:33:44 General Major Gatekeeperfailure Gatekesper  GE_Rejected _GRG_Ressun_ls_Rescurce_Unavailsble, (o 1d1)




Then, check in the Signaling Monitor, in SIP Server and you should see the IP address of Lync server
with status as “OK”.

Ko o 7 | S hmf172.20.17 SEMA L EMA, bl il [ 43]]5c Bl

¢ & | Eecirzzianae & - o = [k Page + f Took -

|f Vs dobrtrntion Sabip Help RMGC TP Arkiress: 177.71.17.30 Signaling Hesst: 172.21.17.52 MO Preficin G TR Logod
3 . | *
Display Name  [status |10 | Start Time tnd Time [Internal 1| Dial-in N |1 | Name IF Address  |Houter | subnet Mask
i Oak_froom § Single 1002 16:51 175 247 Tk 1P Network Siervics 172211732  172.21.17.0 2552553850 i}
o _ .
o
3 RMX CH IR .23
3 HEF Service Name; 1P Hetwerk. Service
3 SIPSnruers BRLA]
» 2 3 ICEServers bt
SIP Servers: L)
- - .
- = Rale Hame 0 Addrnss | Srartus 1]
b Connecbons |
o, Pramary Server  Iynclll.poalyeom 17220175 0K i
Eh users Bt
= — Altermate Serve 000 Net Available -
KPP Harchuer Mongor o]
B Mesting Rooms -
1 Reservations -
-
Rarely Used 2 (=}
5@ TR Services v <
ey I Time |catogorievel  [cade
el (2 ]F T 3
I3 I twodi 30 mei 2011 16:39:15 General Major  Insufficient res
1, I fundi 30 ma 2011 1633044 Genersl Major  Gatekesperfail
|
Forticipant Alerts PortUsage: Woice [ 0724 B Video 5745 W[\ MU State: RIAJOR
- 1. 2

Then go on a PC client and open Lync and enter for example the following SIP URI to call Meeting
Room 1002 in RMX from Lync client:

1002@rmx2kvideo.polycomlive.com

RMX will answer and you will see the video out from RMX to Lync client as shown below.

L2 10.253.0,100 - Remote Desktop Connaction

- Call farwarding is off
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